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1. Introductionto e -signing

With si gnotecbés fsignoSign/ 20 s-signtelecaanie documentsvisa can ha
a signature pad, upon which the documents can be directly integrated into further

electronic workflows - without ever having to change formats. By incorporating the

signed elec tronic documents into a DMS workflow, costs are reduced, processing and

lead times are accelerated, and misuse is prevented.

The application is suitable for virtually all business sectors, and thanks to its simple,

intuitive user interface, it seamlessly integrates with existing systems. The document

that was generated in your existing software environment is displayed on screen, the

user signs it using the signotec signature pad, and the signature is digitally and s e-
curely inserted into the document.

Upon signing, characteristic detail data of the signature - such as writing speed and
pressure - is securely stored in the document. This can later be verified by a handwri t-
ing expert, just like any handwritten signature.

The transfer of data from the pad to the computer is encrypted, so it is not possible to

spy on the biometric features of the signature. A
signed document is automatically archived electronically and can be accessed at any

time. The solution has been endor sed by an independent, court -certified handwriting

expert, and the system has been certified by the TUV testing and certification organ i-
sation. The reliability of signotec signat-ure p
gnoSign/ 206 software, deds al so been valid

In our hardware and software development, one of our biggest priorities is ease of
use; users should be able to adapt the application to their individual requirements with

j ust a few mouse <clicks. Asi gnoSign/ 20ofexistm@r por at
electronic signature applications and has further optimised these so that the signing
process can be digitised as quickly as possible - regardless of the business sector the

software is used in.
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A handwritten electronic signature is particularly easy to implement since it is based
on the well -known process of signing by hand. This creates a familiar and trustworthy
situation for users. Card systems that make use of a PKI (Public Key Infrastructure)

are complex and expensive to impleme nt, and there is considerable resistance towards
these systems.

The signature has essential advantages over systems based on cards and PINs (Pe r-
sonal Identification Numbers):

The act of signing isalong  -proven method for unequivocally declaring co n-
sent .

Signing cannot be lost or forgotten.

Signing is always available and cannot be passed on to others.

A signature cannot be transferred.

A signature is never freely given without consent.

Signatures are the most accepted means of declaring agreement.

Signing a document is a highly familiar process and creates an emotional
connection to the document.

The act of signing is a considered one and provides an opportunity for r e-
flection.
The biometric manual signature is not just about adding a simple image of the sign a-

ture to the documents; rather, the signature can be linked to the document in a way

that it makes it easier to reliably identify a forgery. Most importantly, signers can be
authenticated using the biometric parameters that are provided during s igning. It is
possible to verify the documents at a later stage at any time.

Electronic forms and documents featuring an electronic signature achieve considerable

savings compared to conventional document processing. Significant cost reductions

can be found in document printing, copying, scanning, storing and organising. Even

during document capturing, printing and scanning are no longer required, as electron i-
cally -created and hand -signed documents can be saved directly to the archive. Such a

level of p rocess optimisation ensures long -term competitive advantages.

Before the signing, index data and net data can be extracted from the PDF document.
This data is useful for indexing and retrieving documents within an electronic archive.
The net data can be p  assed on to downstream systems to aid further processing.

There are several ways of placing a signature in a document, but with all of them, the
user is automatically and reliably guided to the right spot. Documents do not need to

be skipped through by t  he user in order to find the signature field. Every signature r e-
guest is accompanied by a guide text, which states unequivocally who is required to

sign.

There is an optional feature for automatic online verification of the signature. This e n-

suresthesig nat oryés authenticity at the point of signir
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The range of services furthermore includes features for document forwarding via
email, and a resubmission and workflow management system (signoStore) for dow n-
stream tracking and processing.

Allof si gnoSign/ 26s functions can also be i mplemented
the ASignoAPlI 0 programming interface is available

Please note that signoSign/2 is also available as a plug -in for MS Internet Explorer and

Mozilla Firefox. The add itional features of these plug -ins are described in

gnoSign/ 2/ WEBO document

Conventional process with paper

, = =
Printer Document Data entry
— Scan or Data
28 || n || & HES || F
= SN " : A inspect in the Images
,%' N [N N ~= LS m— L] office > Paper
Prepare contract Data entry Prnt the H;n?‘:.zf: @ Archive

xempla rocess with e-signature

f 1 = ] Inspect and
g SR Data
) ,—@ N \X&\it, > \/ ’ > further Archive

process in the PDF
office

A4

Prepare contract Data entry Digital signature

Printed receipt
for the customer
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2. The fAsignoSign/ 206 application

The fisignoSign/ 206 application is signotecds sol uti
Handwritten signatures are attached to electron ic documents using a signature pad or

a tablet PC. The handwritten signature is inserted directly into the electronic doc u-

ment.

The signature software processes valuable forensic data that serves as an equivalent

to the handwritten content on paper. This process has been verified by an independent
handwriting expert. It makes it possible to electronically capture signatures in a legally

valid manner. The entered signature can be electronically checked against both sign a-
tures on paper and other signatures entered via a pen  pad. This prevents the signature
from being misused and provides the same level of security as a paper -based sign a-
ture. This has been verified by independent reports.

Signotecds fAsignoSign/ 26 appl i c asignatares intoPDFdde sé-gned f
ument s. isi gnoSign/ 206 comes with signotecbs powerf
a virtual PDF printer that can also be used to generate PDF/A -compatible PDFs, and

AisignoSign/ 206 is a program that aignhtwest besimsgrhit-st i cat

ed securely into PDF documents via a pen pad or a tablet PC.

AisignoSign/ 206 is a display program for PDF files.
can be viewed, navigated and printed. Asi gnwSign/ 2
er ( featuring its own rendering engine and not requiring any Adobe components) with
the additional option of adding a handwritten signature to documents via a pen pad or

tablet PC.

In contrast to Acrobat Reader, this software permits easy filling in and savi ng of

PDF forms

The signotec PDF Creator can be easily integrated into existing systems via the

printer interface. All that is required from your host application is the ability to print.

The document to be signed is converted into a PDF via the supplie d signotec APD
Printero and then automatically transferred to fAsi

Index data for archiving (order form number, account number, contract number,

etc.) is automatically extracted from the PDF document, which greatly simplifies dow n-
stream proces sing. Users are reliably guided through the software and operating errors

are eliminated. The software is easy and intuitive to configure.

Solutions from signotec keep the recording of signatures as simple and secure as ever.
Signatures are always record  ed directly in the electronic document.
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3.

How does

signoSign/ 2

Asi gnoSign/ 20

consi sts

of t

he s

wor k?

ignotec

APDF Pr

signoSign/2 can be used to process documents from any application that can print within

MS Wi

ndows.

Your

ma i

n

application

simply

pri

PDF in the background (no interaction required) to then transfer it to signoSign/2, where it
can be viewed and signed.

If your application can create PDF documents by itself, you can work without PDF Printer
directly to the signotec PDFDocIDLoader
DoclDLoader.exe). If your application cannot create PDFs, simply use the signotec PDF
Printer.

and transfer the documents

intero a

nts

(signotecPD F-

The PDFDoclDLoader is an essential component of signoSign/2. This program lets you enter

S

chivebo

gnatur e

fi

el
functi

ds,
on can

out put i

generat e
similar), and manage any number of document types. In addition, this program can be used
to configure all the main features of signoSign/2.

ndex

dat a,
the PDF

create

foi- |

f d time stamp ane

7
/ Document
(MS Office
PDF ;)_Q
IPG i
XMl t?::lg
W

Conversion

into PDF/ A

>

Sign document

digital

i

4

XML

DMS/Archive
document management
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4.

Distinguishing features

4.1. Digital signatures compatible with Adobe Acrobat

signotec does not use any proprietary or manufacturer
without technical input.

time, anywhere and by anyone

Display of the signature fields in signoSign/2:

-specific format to create

an electronic signature. Instead, signotec complies with the global Acrobat PDF
standard. Electronic documents signed using signoSign/2 can be checked at an y-

Servicerapport_mU.pdf ® |

chriebene Signaturfelder
4 %] Unterschrieben von signotec signoSign/2

Die Signatur ist gilltig

Eu—u—;

Zeit: 16.11.2011 08:53:37

Grund:
Feld: Signaturfeld 1 auf Seite 1
-.f/ Signatur-Informationen
4 &4 Unterschrieben von signotec signoSign/2
- tia

Die S

Das Doku rach dem Unterschreiben nicht verindert

Zeit: 16.11.2011 08:54:15

Grund:

Feld: Signaturfeld 2 auf Seite 1

& Signatur-Informationen
Signaturfelder ohne Unterschrift

s furbouo

Custome: wgnatue

© signotec GmbH 2000

Display in Acrobat Reader:

acrT
i

(Gultigkeit der Unterschrift ist unbekannt:
Dokurnent wurde nach dem Unterschresben nicht mehr gesndert.
itat des i st weil sie sich nicht in der
Daturn und Uhrzeit der Unterschrift stammen von der Uhr des Comy

[# Unterschriftsinformationen
Zuletzt geprift: 2011.11.16 08:56:52 +01'00°
Feld: Signaturfeld 1 auf Seite 1
Kicken Sie um diese Version anzuzeigen,
=& g2 von signotec signoSign/2
Gultigkeit der Unterschrift ist unbekannt:
ch dem | sben nicht mehr gesndert.

Die des st weil sie sich nicht in der
Datum und Uhrzeit der Unterschrift stammen von der Uhr des Comput
¥ Unterschriftsinformationen
Zuletzt gepruft: 2011.11.16 08:56:52 «01'00°
Feld: Signaturfeld 2 suf Seite 1

signolec service Report
T —
=

1

S I

e

—

\
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4.2. Language sele c-

tlon -Language
Application language: ZIZ English
ignoSign/2 i
Sl .OS 9 / SuppOI’tS Please note: In order for the n: Sutomatical the application is 1]
a wide range ofla n- i
) b Ceitina
guages. -Logging ——————— @M peutsch
Type of logging: = Espafiol
== Hrvatski )

4.3. Printer preselection

You can define multiple printers. Documents can
be printed automatically on the specified printers.

4.4. Creating document types

i Use printer 1

Select printer:
User-defined text:
| Display in quick access toolbar
Use printer 2 b
Select printer
User-defined text:
Display in quick access toolbar
Use printer 3
Select printer
User-defined text

Display in quick access toolbar

[0 Use printer 4

),

Creating different document types is simple and very user
tion uses document types to identify subsequent documents according to

-friendly. The applic a-

your

specified criteria.

Service Repm&

Description:

ervice Report
1ls:
Toaved
Daw LS
ot w
— 11
s
e
e
wonem
woasm
Mop -
" | » ‘
Identification definition: Service Repor
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4.5. Definition of signature fields
Defining signature fields and index critdria
ministrationo window. Her e, you can specify
criteria for every document that is to be signed electronically. Important: The
signature positions are not defined via constant coordinates but dynamically
via texts contained in the document!
Fosition signature field - signotec signoSign/2
* | Reason for wvisic:
Work describtion:
Item No. Part nr.: Des
= lp-uu ll:—- lk-— T .
| | | - -
[ | | B -
[ | | n -
[ | | -
[ et e s v e e e v e et S = L -
ot | o sy I e pe— - -
‘ With zigning this report custcmer accept
Customer Name
m » “ m ]
Relative positioning Abso
earch term; | | s signosign;Z -~
0 . occurrence h
pifset left: 0 ~
nr. Description:
I | |
| | b
‘ i Jrpe -
| —
m— 2|
- ‘T customer uc:e;;—:he above "Zm“d service. If]
t BETOmer 2ignat
S o E‘
learch term:  Customer signature 32\ p,,;v
The signature positions are simply selected by highlighting the corresponding
words, such as ACustomer signatureo. I't makes

shifted by other contents of the document, o
it would, e.g., in consultation minutes).
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4.6. Free selection of the signatur e position using the mouse
You can also select the signature area with the mouse by drawing a selection
rectangle over the signature field. This is followed by a request to sign, and the
signature is placed inside the selected rectangle.
= |
Servicerapport.pdf ’t]
i,.,. T —n
| © signotec GmbH 2000 -2012 | signoSign/2 product description Page 12 of 23 |
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4.7. Definit ion and processing of index data

Index data is data that is required for automated downstream processing. This

data may be contained in the file name or it may be provided as a separate i n-
dex file. This could be an order slip number, service report number, request
number, account or customer number, document type, name, etc.

ﬂAII of a documentds contents can be read out

ﬂ Index data may be contained in the:
U file name,
U orin a separate index file.

ﬂ The customer can freely define the formats and contents of an index file
via variables:
U XML
U INI
U TXT
U Special files for various electronic archives

ﬂ Files can be archived automatically, e.g. in folders for the current date.

ure placeholder - signotec signeSign/2
y4
/ PrT— A (TE RT3 35
Dpoosa. Oty LAddressl:
Confact bddreasai:
Zipcode,City:
r——. | | Contact:
Dimlee| I7 camer 3011
(| Order number:
| techncas Date: 27. cktober 2011
 Servee Type Beport nr:
Cairand . |
Technician:
Emﬂ Service Type:
Contract nr:
Status:
Beason for wvisit:
b! " - HWork describtion:
+ | Item No. Part nr.: De
o |_ m b 4 | m
- Determine value from text
Placeholder name: Mame / Technician
Search term: Technician:
1 | occurrence
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4.8. Mail options /

o

Copy to

signoSign/2 lets you automatically int e-
grate the signed documents into your
processes. Without requiring any further
time or input, the documents can later

be forwarded to recipients specified by

you in advance. The email address and
other contents required for the message

can be extracted from the document.

Blind copy to:
Subject

9 Message:

4.9. Opening multiple documents

Sometimes, a wor k-

y e

flow step will require
you to open several

documents at the .

. . f k

same time. Ins - w | p
gnoSign/2, even e

complex workflow Delivery notepdf X ‘ Invoice.pdi = | Reportpdf * ‘
processes can be

Tecls Help

. . I B 4
displayed simply and
transparently.
4.10. Easy navigation (——
As would be expected, signoSign/2 displays multi -page doc u- -
ments as easy -to-navigate thumbnails. Simply click these to a c-
cess them directly. A
2/3
3/3
e/
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4.11. PDF form mode

Much like Acrobat Writer, signoSign/2 can be used to fill in and save PDF
forms. This does not require any additional Acrobat components. Expensive | i-
censes for saving PDF forms are eliminated - this is great added value.

=
Schutz und Sicherheit im Zeichen der Burg
NURNBERGER
.
Antrag Lebensversicherung
bei der NURNBERGER Lebensversicherung AG, 90334 Niirnberg
Versicherungsnehmer (VN) - Antragsteller:
Familienname, Titel Vorname Versicherungsnummer
Muster
[3.2.0.9.6 7]
E: iz. B. A h u. al) Inkassostelle GA qulﬂ"
Strafe, Hausnummer lo.1 | | 2.0
Snen Ufer 34 FD GA
Kunden-
Postleitzahl Wohnort Tel.-Nr. (freiwillige Angabe) m‘:m;;:c Uur GA) | | | TAR ' F F
12345
Geburtsdatum Eintr.-Alter  E-Mail (freiwillige Angabe) Vertragslaufzeit Endater 95 oder Dauer Jahre
12.05.79 2 Versicherungs- | Monats-
summe EUR beitrag EUR
xl“i"":“t"‘ K nicht Deutsch jgkeit  Geburtsort Mit durch 1 g gen bin ich einverstanden,
el erhevant Mitversichert: Unfalltodkapital (UZ) in Hohe der Versicherungssumme
ausgedble Tatigkeit. Branche, Dienststelle Wenn nicht gewinscht, bitte ankreuzen: | Verzicht auf Unfalltodkapital (UZ)
PlanmiBige Erhohungen
Dorslis NURNBERGER Kamds? von Beitrag und Versicherungsleistungen gemaf NURNBERGER Plus sind vereinbart. Der
Xnem ja; bitte VSNRin) angeben! Erhohungsmaiistab betragt 5% (Erlauterungen siehe Folgeseiten der fur den Antragsteller
Suzun e e Loy bttt

4.12. Displaying PDF files:
ﬂ Built -in rendering engine
ﬂ Integrated form mode

ﬂ Module availableasastanda | one APDF OCXO0

4.13. MS Office plug -ins

These plug -ins can be used with MS Office 2003 or higher. They are available for

signoSign/ 2 as well as for fAsignolntegreatoro (a
scribed here).

Excel and Word
2010:

Excel and Word
200 7:
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